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Cyberbullying Policy

2.1

Aims and Objectives

This policy sets out the School’s zero tolerance position on cyberbullying and the robust
procedures that will be followed whenever any form of cyberbullying is suspected, known or
reported. Any pupil who engages in an act of cyberbullying must rapidly and authentically modify
his or her behaviour.

All forms of bullying are equally unacceptable due to having serious psychological, educational
and welfare impacts. However, due to the particular challenges that arise with the misuse and
abuse of technology and internet platforms, the School has formulated this additional policy to
combat cyberbullying.

The School takes seriously its obligation to ensure that pupils and staff enjoy a safe working
environment. It believes that all members of the school community have the right to learn and
teach in a supportive, caring and safe environment without fear of intimidation or being bullied in
whatever form. Accordingly, the aim of this policy is to establish a safe, friendly and caring
environment for all members of the school community, where cyberbullying is proactively
discouraged and prevented, and whenever it does occur, for pupils to feel safe and confident in
reporting such incidents, knowing that such incidents will be dealt with promptly and effectively.

In furtherance of this aim, this policy has the following objectives:

° Provide pupils, parents and staff with a working definition of cyberbullying and highlight
its multiple challenges, forms and methods.

° Convey strong expectations concerning cyberbullying.

° Establish procedures, including sanctions, to be enacted whenever cyberbullying
is detected.

° Establish preventative measures.

Definition, Challenges, Forms and Methods
Throughout the school year children learn through their PSHE lessons the definitions, challenges,
forms and methods of Cyber/bullying.

What is cyberbullying?

Cyberbullying is “the use of information and communications technology, particularly mobile
phones and the internet, deliberately to upset someone else, more often than not on a
repeated basis”.
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Challenges

Given the particular nature of this form of bullying and the fact that the victim and bully do not
have to be in close proximity for the bullying to take place, tackling cyberbullying can present
particular challenges:

° Its scale and the scope of its impact can be greater;
the act of bullying can be remote given that its perpetrator and victim are physically
separate;
the cyber bully has a long reach and can easily carry out ‘cyberstalking’;
the bullying can be more intense — 24/7;
defamatory material can be easily published to a wide audience.

Forms of cyberbullying

The particular forms of cyberbullying can include any of the following:

° harassment or cyberstalking;

defamation or vilification (intentional false communication, either written or spoken, that
harms a person's reputation);

impersonation;

unauthorised publication of private images;

manipulation;

peer rejection.

Methods of cyberbullying

Technology allows the user to bully anonymously or from an unknown location, twenty-four hours
a day, seven days a week. Cyberbullying is highly intrusive and the hurt it causes can be very
severe. There are many different methods by which cyberbullying takes place. Young people are
particularly adept at adapting to new technology. The following list is not exhaustive; the
development of information and communications technology is so rapid that new styles of
cyberbullying are emerging constantly:

] Text messages: messages that are threatening or cause discomfort.

° Picture/video clips via mobile phone cameras: images sent to others to make the victim
feel threatened or embarrassed.

° Mobile phone calls: silent calls or abusive messages; stealing a victim’s phone and using it
to harass others, making them believe that the victim is responsible.

° Emails: threatening or bullying emails, often sent using a pseudonym or somebody else’s
name.

° Chat Room bullying: menacing or upsetting responses to children or young people when

they are in a web-based chatroom.

° Instant messaging (IM): unpleasant messages sent while children conduct real time
conversations online using services such as Whatsapp, Snapchat, Tictoc.

° Bullying via websites: use of defamatory blogs (web logs), personal websites, online
personal ‘own web space’ and social media such as Facebook or Twitter.



The School’s Expectations in Respect of Cyberbullying

Cyberbullying throws up many challenges for schools in a world which is increasingly digital. The
School has clear expectations in respect of the use of information and communication technology
and, where possible, will tackle incidents of bullying and cyberbullying in order to prevent them
from escalating and causing serious damage to individuals, the broader school community and
the School’s reputation. It must, however, be acknowledged that much cyberbullying takes place
beyond the confines of the School and over which the School has no control or jurisdiction.

All pupils are expected to adhere to the following expectations:
° Pupils must not behave in a way or use information and communication technology, both

inside and outside school, to engage in any activity that is intended deliberately to upset
another person, to bully or defame.

° Pupils should not participate in activities as ‘bystanders’ or accessories such as taking part
in online polls or discussion groups where individuals are the object of defamation or
vilification.

° Any pupil engaging in bullying or cyberbullying in any of its forms, whether or not the

behaviour takes place on the School premises, can expect to be subject to the School’s full
range of disciplinary sanctions. This may include permanent exclusion from the School.

° All pupils are expected to collaborate fully in any enquiry the School may need to conduct
regarding bullying and/or cyberbullying including giving access to devices. This may relate
to a pupil’s use of ICT both in and out of school where there is reasonable belief that
cyberbullying has taken place and that this will assist in bringing an end to such activity.

Cyber/bullying awareness in school
Discussions and raising awareness about bullying and cyberbullying is done through:
o Assemblies
e Formtime
o Staff meetings
o Staff professional development meetings

e PSHE lessons

Reporting

e Pupils are reminded that they should always report any incidents of bullying, including
cyberbullying, to an adult at school whom they trust. They can report these incidents to
their form teachers and/or subject teacher. Depending on the severity of the situation, they
are encouraged to also report such situations to the school DSL, safeguarding team or
Principal.

e The member of staff to whom this is reported to needs to inform the school DSL. In the case
of a serious incident, a written report must be made with detailed information (name of
victim, time, date, location and other relevant information) and put into the safeguarding
folder that is located in the school administration office.

e The school has a duty to report serious concerns to Local Authority’s and Police, in line with
statutory requirements.

Procedures

1. All incidents of cyber bullying should be reported to the DSL.
2. In cases of serious bullying a written record of the report will be made with written records
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kept of the follow up investigation. Records will be stored manually in the Safeguarding
register.

3. Parents will be informed and will usually be asked to come to a meeting to discuss
the problem and its resolution. If necessary and appropriate, police may be consulted.
4, The bullying behaviour or threats of bullying will always be investigated and, where found
to be proven, will be tackled quickly with a view to stopping the bullying behaviour.
5. A proven allegation of serious bullying will result in an official state warning and if continued
with an exclusion with the possible involvement of the police authorities
6. An attempt will be made to help the bully change his/her behaviour.
7. The behaviour of bullies and the safety of victims will continue to be monitored following
resolution of the original issues.
5. Outcomes
° The School will seek to resolve the situation in a restorative manner. The full range of
disciplinary sanctions outlined in the School’s Behaviour Policy may be applied. Bullying in
all its forms will be considered to be a serious disciplinary matter.
° In serious cases exclusion, either temporary or permanent, will be considered.
After the incident(s) have been investigated and dealt with, each case will be monitored to
ensure repeated bullying does not take place
6. Prevention

The School’s pastoral programmes focus on the issues surrounding bullying in all key stages every

year.

Teachi

ng staff receive training in the identification of bullying and the means of dealing with

incidents. The SLT team will also receive advice in helping younger pupils report bullying and in

promoting a bully intolerant culture within the school.
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an parents help?

Educate your children about the appropriate use of technology by children

Check any social media you allow your children to use

Check your child’s devices frequently for signs that they may be the target of bullying or
engaging in bullying behaviour.
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